Enabling TLS1.2

1. Browser Settings

This document is applicable for Internet Explorer 9, Internet Explorer 10 and Internet Explorer
11.

Steps to enable TLS1.2.

1.

By default, TLS 1.2 is enabled. If it is not than go to Internet Option under Tools or Ilcon menu in
Internet Explorer. Please refer below Screenshotl or Screenshot2
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2. After clicking on Internet Options, select Advanced Tab in below screen

Internet Options ? x

General Security  Privacy Content Connections  Programs Advanced

Settings

S nccelrated araphics ’
IIse software rendering instead of GPU rendering™
I@ Accessibility
[] always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
[] Move system caret with focus/zelection changes
[] Play system sounds
[] Rezet text size to medium for new windows and tabs
[] Rezet zoom level for new windows and tabs
[=] Browsing
[] always record developer console messages
[] cCloge unused folders in History and Favoritee®
Disable script debugaing (Internet Explorer)
[ Disable script debugging (Other) w7
L4 >

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition,

You should only use this if your browser is in an unusable state.

Cancel Apply




Scroll down as per the below screen. Make sure Use TLS 1.2 option is selected and click on Apply
button.
Make sure “Use TLS 1.0 and TLS 1.1” are also selected.
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Enable native XMLHTTP support

Enable Windows Defender SmartScoreen

[ send Do Mot Track requests to sites you visit in Internet E
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Use TLS 1.0
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Use TLS 1.2
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[1 warn if changing between secure and not secure mode
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*Takes effect after you restart your computer
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You should only use this if your browser is in an unusable state.
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2. JAVA Settings

Steps to enable TLS1.2.
Note : Java Runtime environment should be 1.7 and above

1. Open Control Panel and go to Click on Java as shown in below screen.
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On clicking Java following screen will open and Select Advanced tab and Scroll down and Enable
TLS 1.2, if not enabled. Apply the settings
Make sure “Use TLS 1.0 and TLS 1.1” are also selected.
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i_) All certhcates in the chain ot trust
- (®) Do not check {not recommended)
Check for signed code certificate revocation using
----- Certificate Revocation Lists (CRLs)
----- Online Certificate Status Protocol (OCSF)
----- Both CRLs and OCSP
Perform TLS certificate revocation checks on
----- () Server certificate only
----- (®) All certificates in the chain of trust
----- {_) Do not check {not recommended)
Check for TLS certificate revocation using
----- () Certificate Revocation Lists {(CRLs)
----- () Online Certificate Status Protocol (OCSFP)
----- (®) Both CRLs and OCSP
dvanced Security Settings
----- [] Enable the operating system's restricted environment {(native sandbox)
Use certificates and keys in browser keystore
Enable blacklist revocation check
Enable caching password for authentication
----- [] use S5L 2.0 compatible ClientHello format
Use TLS 1.0
Use TLS 1.1
----- Use TLS 1.2
Miscellaneous
----- [] store user settings in the roaming profile
----- Place Java icon in system tray
----- [] Suppress sponsor offers when installing or updating Java "
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